Notice of Privacy Practices
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION (INCLUDING PSYCHOLOGICAL INFORMATION)
ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.
The Cognitive and Research Center of New Jersey, LLC (The CRCNJ) refers to The CRCNJ and all
employees/delegates.
I.

Uses and Disclosures for Treatment, Payment and Health Care Operations

We may use and disclose your health information (PHI) for treatment, payment, and health care operations
purposes without your written authorization. To help clarify these terms, here are some definitions:
•

“PHI” refers to information in your health record that could identify you.

•

“Treatment” is when we provide, coordinate or manage your health care and other services related to
your healthcare. An example of treatment would be when we consult with another healthcare provider,
such as your family physician or another psychologist. The professionals at The CRCNJ share
confidential patient information in an effort to work as a collaborative team in the delivering of patient
care.

•

“Payment” is when we may assist you in obtaining reimbursement for your healthcare. Examples of
payment are if we disclose your PHI to your health insurer to help you obtain reimbursement for your
healthcare or to determine eligibility or coverage or when payment is made by credit card. In order for
The CRCNJ to bill the credit card company certain PHI will be released to obtain payment. In addition,
The CRCNJ employs a legal collections process for unpaid balances. As outlined in The CRCNJ’s Fees
and Payment Policies, in such cases, certain PHI may be disclosed to a third party in order to obtain
payment.

•

“Healthcare Operations” are activities that relate to the performance and operation of our practice.
Examples of healthcare operations are quality assessment and improvement activities, businessrelated matters such as audits and administrative services, and case management and care
coordination.

•

“Use” applies only to activities within The CRCNJ such as sharing, employing, applying, utilizing,
examining, and analyzing information that identifies you.

•

“Disclosure” applies to activities outside of The CRCNJ, such as releasing, transferring, or providing
access to information about you to other parties.

II. Other Uses and Disclosures that Do Not Require Your Authorization

We may use or disclose PHI without your authorization in the following circumstances:
•

Child Abuse/Neglect: If we have reasonable cause to believe that a child has been subject to
abuse/neglect, we must report this immediately to the New Jersey Department of Children and
Families.

•

Adult and Domestic Abuse: If we reasonably believe that a vulnerable adult is the subject of abuse,
neglect, or exploitation, we may report the information to the county adult protective services
provider.

•

Health Oversight: We may disclose your PHI for health oversight activities. For example, if the New
Jersey State Board of Psychological or Medical Examiners issues a subpoena, we may be compelled to
testify before the Board and produce your relevant records and papers. Other examples include
disclosure of your PHI for audits or governmental investigations.

•

Judicial or Administrative Proceedings and Law Enforcement Purposes: In certain circumstances, we
may disclose your PHI without your authorization for judicial or administrative proceedings, for
example, in response to certain subpoenas or court order, or to defend a lawsuit against our practice.
In circumstances in which we are legally required to obtain your authorization prior to such disclosure,
we will not disclose your PHI until your authorization is obtained or we are otherwise legally permitted
or required to do so. We also may be required to disclose your PHI without your authorization for
certain law enforcement purposes, for example, disclosures for the reporting of certain types of
wounds or physical injuries; disclosures to a law enforcement official’s request for information for the
purpose of identifying or locating a suspect, fugitive, material witness or missing person; or disclosures
to a law enforcement official about an individual who is suspected to be a victim of a crime.

•

Serious Threat to Health or Safety: If you communicate to us a threat of imminent serious physical
violence against a readily identifiable victim or yourself or the public and we believe you intend to carry
out that threat, we must take steps to warn and protect. We also must take such steps if we believe
you intend to carry out such violence, even if you have not made a specific verbal threat. The steps we
take to warn and protect may include arranging for you to be admitted to a psychiatric unit of a hospital
or other healthcare facility, advising the police of your threat and the identity of the intended victim,
warning the intended victim or his or her parents if the intended victim is under 18, and warning your
parents if you are under 18.

Based on the new amendment, originating from bill A1181, signed into law by Governor Phil Murphy
(along with 5 other gun control bills) on June 13, 2018, we are required to notify the chief law
enforcement officer or the Superintendent of State Police (if you reside in a municipality that does not
have a full time police department), in addition to taking other appropriate courses of action (such as
arrange for a hospitalization, notifying the victim or their parents, notifying the parents of a minor), if
we felt that there was a “duty to warn” (a threat of imminent, serious physical violence against a readily
identifiable individual or against yourself). In such cases, we will provide your name and other
nonclinical identifying information to law enforcement authorities.
•

Worker’s Compensation: If you file a worker's compensation claim, we may be required to release
relevant information from your health records to a participant in the worker’s compensation case, a
reinsurer, the health care provider, medical and non-medical experts in connection with the case, the
Division of Worker’s Compensation, or the Compensation Rating and Inspection Bureau.

•

Public Health Activities: We may be required to report PHI about deaths, adverse events, and product
defects to government officials in charge of collecting that information; to prevent, control, or report
disease, injury or disability as permitted by law; to conduct public health surveillance, investigations
and interventions as permitted or required by law; or to notify a person who has been exposed to a
communicable disease or who may be at risk of contracting or spreading a disease as authorized by
law.

•

To Coroners or Funeral Directors: We may provide coroners, medical examiners and funeral directors
PHI relating to an individual’s death, as permitted or required under state law.

•

For Specific Government Functions: We may disclose PHI of military personnel and veterans in certain
situations. We also may disclose PHI for national security and intelligence activities.

•

Appointment Reminders and Health-Related Benefits or Services: We may use PHI to provide
appointment reminders or give you information about treatment alternatives, or other health care
services or benefits we offer. Please let us know if you do not wish to have us contact you for these
purposes, or if you would rather we contact you at a different telephone number or address.

There may be additional disclosures of PHI that we are required or permitted by law to make without your
consent or authorization, however the disclosures listed above are the most common.
III. Incidental Uses and Disclosures and Business Associates

Certain other uses and disclosures of your PHI may be made without obtaining your authorization, including
the following:
•

Incidental Uses and Disclosures: Incidental uses and disclosures of information may occur. An
incidental use or disclosure is a secondary use or disclosure that cannot reasonably be prevented, is
limited in nature, and that occurs as a by-product of an otherwise permitted use or disclosure.
However, such incidental uses or disclosure are permitted only to the extent that we have applied
reasonable safeguards and do not disclose any more of your PHI than is necessary to accomplish the
permitted use or disclosure. For example, discussions about a patient that are made by staff within
our office that might be overheard by persons not involved in the person’s care would be permitted,
so long as we have applied reasonable safeguards intended to prevent others from overhearing such
discussions.

•

Business Associates: We may engage certain persons or companies to perform certain of our functions
on our behalf and we may disclose certain health information to these persons or companies. For
example, we may share certain PHI with a billing company or computer consultant to facilitate our
health care operations or payment for services provided in connection with your care, or we may
disclose PHI to our accountants or attorneys for the services they provide to us. We will require our
business associates to enter into an agreement to keep your PHI confidential and to abide by certain
terms and conditions.

IV. Uses and Disclosures Requiring an Opportunity to Agree or Object

In certain circumstances, we may disclose your PHI to a family member, friend or other person you advise
us is involved in your health care or payment for your health care, unless you object. In such instances, the
PHI will be limited to PHI directly relevant to that individual’s involvement in your health care or payment
for your health care, unless you sign an authorization form permitting a broader disclosure.

V. SPECIAL RULE REGARDING PSYCHOTHERAPY NOTES

Notwithstanding any of the foregoing to the contrary, we will obtain your authorization for all uses and
disclosures of psychotherapy notes, except the following:
•

Use by the originator of the psychotherapy notes for treatment;

•

Use or disclosure by our practice for our own training programs in which students, trainees, or
practitioners in mental health learn under supervision to practice or improve their skills in group,
joint, family or individual counseling;

•

Use or disclosure by our practice to defend itself in a legal action or other proceeding brought by
you or on your behalf;

•

A use or disclosure that is required by the Secretary of the Department of Health & Human Services
to investigate or determine our compliance with HIPAA; a use or disclosure that is required by law;
a use or disclosure required to be made to a health oversight agency with jurisdiction over the
originator of the psychotherapy notes; a disclosure to a coroner or medical examiner for the
purpose of identifying a deceased person, determining a cause of death, or other duties as
authorized by law; or disclosure if we believe, in good faith, the disclosure is necessary to prevent
or lessen a serious and imminent threat to the health or safety of a person or the public, and (i) is
to the person or persons reasonably able to prevent or lessen the threat, including the target of
the threat, or (ii) is necessary for law enforcement authorities to identify or apprehend an individual
(a) because of a statement by an individual admitting to participation in a violent crime that we
reasonably believe may have caused serious physical harm to the victim; or (b) where it appears
from all the circumstances that the individual has escaped from a correctional institution or from
lawful custody.

VI. Uses and Disclosures Requiring Authorization

Other than as stated herein, we will not disclose your PHI without your written authorization. You can later
revoke your authorization in writing except to the extent that we have taken action in reliance upon the
authorization.
Marketing Communications: We will obtain your written authorization prior to using or disclosing your
PHI for marketing purposes, such as communicating with you about a product or service in order to
encourage you to purchase or use such product or service. However, your written authorization is not
required for the following activities:
•

We (or a business associate on our behalf) may send you refill reminders or otherwise
communicate with you about a drug or biologic that is currently being prescribed for you. If any
compensation we may receive from a third party for doing so is more than an amount reasonably
related to the costs of making such communications, we will obtain your authorization prior to
such reminders or communications.

•

We may communicate with you regarding your treatment, including case management or care
coordination for you, or to direct or recommend alternative treatments, therapies, health care
providers or settings of care. However, if we receive compensation from any third party in
exchange for such communications, we will obtain your written authorization prior to such
communications.

•

We may provide marketing materials to you in a face-to-face encounter, such as when you are in
the office for an appointment.

•

We may provide to you a promotional gift of nominal value.

Sale of PHI: We will disclose your PHI in a manner that constitutes a sale only upon receiving your prior
authorization. Sale of PHI does not include a disclosure of PHI: for public health purposes; for research; for
treatment and payment purposes; for the sale, transfer, merger or consolidation of all or part of our
business and for related due diligence activities; to the individual; required by law; for any other purpose
permitted by and in accordance with HIPAA.
VII. USES AND DISCLOSURES FOR RESEARCH PURPOSES

The CRCNJ may use and disclose PHI for research purposes with individual authorization, or without
individual authorization under limited circumstances, as described below.
Research Use/Disclosure Without Individual Authorization: We may use or disclose a research participant’s
PHI without individual authorization only in one of the following circumstances:

•

When we have obtained documentation that an alteration or waiver of the research participants’
authorization for use or disclosure of information about them for research purposes has been
approved by an Institutional Review Board (IRB) or Privacy Board.

•

When we have obtained representations from the researcher, either in writing or orally, that the
use or disclosure of the PHI is solely to prepare a research protocol or for similar purposes
preparatory to research, that the researcher will not remove any PHI from The CRCNJ, and
representation that PHI for which access is sought is necessary for the research purpose. This
provision might be used, for example, to design a research study or to assess the feasibility of
conducting a study.

•

When we have obtained representations from the researcher, either in writing or orally, that the
use or disclosure being sought is solely for research on the PHI of decedents, that the PHI being
sought is necessary for the research, and, at the request of The CRCNJ, documents of the death of
the individuals about whom information is being sought.

•

When a data use agreement, which meets the requirements of applicable law, is entered into by
both The CRCNJ and the researcher, pursuant to which The CRCNJ may disclose a limited data set
to the researcher for research, public health, or health care operations. A limited data set excludes
specified direct identifiers of the individual or of relatives, employers, or household members of
the individual.

Research Use/Disclosure With Individual Authorization: We may also use or disclose a research
participant’s PHI for research purposes when a research participant authorizes the use of disclosure of
information about him or herself. A research participant’s authorization will typically be sought for most
clinical trials and some records research. Unlike other authorizations, an authorization for a research
purpose may state that the authorization does not expire, that there is no expiration date or event, or that
the authorization continues until the “end of the research study”. An authorization for the use or disclosure
of PHI for research may be combined with a consent to participate in the research, or with any other legal
permission related to the research study.

Accounting for Research Disclosures: As a research participant, you have the right to receive an accounting
from The CRCNJ of certain disclosures of PHI made by The CRCNJ. This accounting must include disclosures
of PHI that occurred during the six years prior to your request for an accounting, or since the applicable
HIPAA compliance date (whichever is sooner), and must include specified information regarding each
disclosure. Certain types of disclosures that are exempt from this accounting requirement, as follows:

•

Research disclosures made pursuant to an individual’s authorization;

•

Disclosures of the limited data set to researchers with a data use agreement.

VIII. Legal Representatives and Minors

We may disclose your PHI to your legal representative or your legal representative may authorize the use
and disclosure of your PHI, with certain exceptions. Examples of legal representatives include the parents
of a minor child (under the age of 18), the guardian of a minor child or incapacitated person, or the estate
representative (administrator or executor) of a decedent’s estate.
With respect to minors, there are exceptions to the above. In the following instances, the minor has the
right to make decisions concerning the use and disclosure of the minor’s PHI relating to a particular health
care service in the same manner as an adult:
A minor has the authority to act on his/her own (as his/her own personal representative), with respect to
a health care service, if:
•

The minor consents to the health care service. There are certain circumstances under state law
where a minor may consent to treatment, without obtaining parental or guardian consent. In such
situations, and if the minor has not requested that the parent or guardian act as his/her personal
representative, the minor has the right to control and authorize use and disclosure of such PHI in
the same manner as an adult.

•

The minor may lawfully obtain such health care service without the consent of a parent or guardian,
and the minor, a court, or another person authorized by law consents to such health care service.
In such situations, the minor has the right to control and authorize the use and disclosure of such
PHI in the same manner as an adult.

•

A parent or guardian assents to an agreement of confidentiality between our practice and the
minor with respect to such health care service. In such situations, the minor has the right to control
and authorize the use and disclosure of such PHI in the same manner as an adult.

Note that the parent or guardian of a minor child will act as the personal representative of the minor child
with respect to PHI relating to other health care services.
IX. Patient’s Rights Under HIPAA

•

Right to Request Restrictions –You have the right to request restrictions on certain uses and disclosures
of protected health information about you. However, we are not required to agree to a restriction you
request. Further, you may not limit the uses and disclosures we are legally required to make.
Notwithstanding the foregoing, you have the right to ask us to restrict the disclosure of your PHI to
your health plan for a service we provide to you where you have directly paid us (out of pocket, in full)
for that service, in which case we are required to honor your request. If we accept your request, we
will put any limits in writing and abide by them except in emergency situations. Under certain
circumstances, we may terminate our agreement to a restriction.

•

Right to Receive Confidential Communications by Alternative Means and at Alternative Locations – You
have the right to request and receive confidential communications of PHI by alternative means and at
alternative locations. (For example, you may not want a family member to know that you are seeing
us. Upon your request, we will send your bills to another address.)

•

Right to Inspect and Copy – You have the right to inspect or obtain a copy (or both) of PHI in our health
and billing records used to make decisions about you for as long as the PHI is maintained in the record,
except for psychotherapy notes or information compiled for legal proceedings. We may deny your
access to PHI under certain circumstances, but in some cases, you may have this decision reviewed. In
most circumstances, we must act on your request within thirty (30) days. On your request, we will
discuss with you the details of the request and denial process.

•

Right to Amend – You have the right to request an amendment of PHI for as long as the PHI is
maintained in the record. We may deny your request, but we will tell you why within sixty (60) days of
your request. On your request, we will discuss with you the details of the amendment process.

•

Right to an Accounting – You generally have the right to receive an accounting of disclosures of PHI for
which you have neither provided consent nor authorization (as described in Section III of this Notice).
We must act on your request for an accounting within sixty (60) days of your request. On your request,
we will discuss with you the details of the accounting process.

•

Right to a Paper Copy – You have the right to obtain a paper copy of this Notice of Privacy Practices
from us upon request, even if you have agreed to receive the notice electronically.

•

Right to Receive Notice of a Breach of Unsecured PHI – You have the right to receive notification of a
breach of your unsecured PHI by us, or by our business associates, which we discover.

X. Duty to Safeguard your PHI:

•

We are required by law to maintain the privacy of PHI and to provide you with a notice of our legal
duties and privacy practices with respect to PHI. We are required to abide by the terms of our Notice
of Privacy Practices currently in effect.

•

We reserve the right to change the terms of this Notice of Privacy Practices and our privacy policies at
any time. Any changes will apply to the PHI we already have. Whenever we make an important change
to our policies, we will promptly change this notice and post a new notice in public areas of our offices.
You can also request a copy of this notice from our office at any time and can view a copy of this notice
on our Web site at https://thecrcnj.com/resourcesfor-patients/

XI. Questions and Complaints

If you have questions about this notice, disagree with a decision we make about access to your records,
or have other concerns about your privacy rights, you may contact The CRCNJ at (973) 850-4622.
If you believe that your privacy rights have been violated and wish to file a complaint with The CRCNJ, you
may send your written complaint to The Cognitive and Research Center of New Jersey, LLC, 195 Mountain
Avenue, Springfield, NJ 07081.
You may also send a written complaint to the Secretary of the U.S. Department of Health and Human
Services. We can provide you with the appropriate address upon request.
You have specific rights under the Privacy Rule. We will not retaliate against you for exercising your right
to file a complaint.

XII. Effective Date

This notice will go into effect on October 3, 2019.

